Can you tell the difference between a fake flash dr  ive and a genuine
one when you look at it? Some in this picture are g  enuine others are
fake (not the capacity claimed), see if you can gue  ss which is which.
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GUIDE TO FAKE FLASH DRIVES

1) fake 32GB 2) genuine 16GB
3) genuine 2GB 4) genuine 4GB
5) fake 16GB 6) genuine 8GB
7) genuine 2GB 8) fake 16GB

9) genuine 8GB 10) fake 32GB

Could you tell the fakes from the genuine drives? | doubt it!
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GUIDE TO FAKE FLASH DRIVES

What is fake flash?

There are two types of fake flash — both types will cause you to lose files after a while,
even if you only store a small number of files on them at any one time.

Counterfeits are fake drives that show a manufacturer’'s name such as Sony or
Kingston or a trademark name such as DataTraveler or Micro Vault. These, like other
fakes, will have been fraudulently programmed to fool the operating system into seeing
them as having a much higher capacity than they actually have (fake capacity).

Unbranded fakes - these are simply fake capacity.

Visual identification clues.

There are some visual clues which can help you identify whether a flash drive you see
for sale or have just bought is fake or genuine.

Capacity markings
Genuine drives often have the capacity engraved or printed directly on the drive.

For example item number 2 (an unbranded drive) has the capacity engraved as shown
in the picture on the left. Fakes often have capacity on a
sticker, like item numbers 8 & 10:

If you see capacity shown on a sticker — take this as a sign that the item is likely to be
fake.

In the case of item 5 we apparently have a brand name drive. The name Kingston is
moulded on one side of the drive and there is a label that says DataTraveler and gives
the capacity on the other side. Looks convincing doesn't it?

However, this particular Kingston model is colour coded. The coloured plastic indicates
the drive capacity. Green is the wrong colour for a 16GB drive — not only that, the label
showing the DataTraveler name looks wrong. The coloured part of the plastic on a 16GB
drive is red. The current models sold by Kingston in this range are as follows:
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GUIDE TO FAKE FLASH DRIVES

Green — 2GB
Purple — 4GB
Black — 8GB

Dark Red — 16GB

NOTE: If you see a drive in this range being sold as a
higher capacity than 16GB it is a fake — 16GB isth e
highest capacity in this range.

If you see any other colours these are discontinued drives of 1GB or less. Kingston
seems to be a popular target with fraudsters so | have provided a guide to genuine
Kingston models of other types after this outline of some of the other visual clues. The
other popular target for fraudsters is Sony — if you see any pictures like these steer well
clear.

These are fakes without any doubt whatsoever — there are no Sony Micro Vault USB
flash drives over 16GB. There are no flash drives over 64GB from any manufacturer
whatsoever — therefore whatever it looks like if it's a USB flash drive over 64GB it is
certainly a fake.

The packaging above has another tell-tale clue: It gives capacity as G instead of GB.

If you see a flash drive with the Sony trade-mark name

Vaio (whatever the claimed capacity is) it is a counterfeit. The
Vaio name is used solely for Sony laptops and has never been
used for flash drives. USB flash drive + Vaio trademark combo
undoubtedly also means a fake capacity drive which has been
fraudulently programmed to display a higher capacity than it
actually has. Avoid any flash drive with this name on

it like the plague — you will lose your files!
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GUIDE TO FAKE FLASH DRIVES

So other than these tell-tale visual clues how else can you tell a flash drive is fake? A lot
of people make the mistake of thinking that looking at the properties of a drive is enough
to show whether it is the capacity they expected or not. Sadly this is far from the truth.

Fake capacity flash drives look as though they have the capacity stated by the seller
when you look at the properties. The control chip of a flash drive reports the capacity of
a drive to the operating system. This chip has to be programmed to do this whether we
are talking about a genuine drive or a fake. The difference is whether the chip was
programmed by an honest company with the true capacity or by fraudsters with a false
capacity. Exactly the same programming tools are used in both cases.

Fraudsters can program a 512mb, 1GB or 2GB flash drive so that it seems to be any
size they choose - 16GB, 32GB, 64GB —some fraudsters even program them to
capacities that don’'t even exist!

So if the operating system can't tell you a drive is fake capacity, what can?
The answer is a very small program called h2testw written by Herald Bégeholz. He has
very kindly made this program available free on the website www.heise.de

You can find the download page for the program by entering www.heise.de h2test in the
Google search box. If you don’t speak German click on the translate link next to the
page summary in Google.

This program can tell whether a drive is genuinely the capacity claimed and works
properly or not — if not you get a report showing the problems with the drive.

Genuine Kingston models you may see on sale:

DataTraveler 101

These drives are available in all three colours in 2GB, 4GB or
8GB

DataTraveler Generation 2 (G2)
DTIG2/2GB 2GB USB flash drive (2.0) - Gray

DTIG2/4GB 4GB USB flash drive (2.0) - Yellow
DTIG2/8GB 8GB USB flash drive (2.0) - Cyan
DTIG2/16GB  16GB USB flash drive (2.0) - Red

DTIG2/32GB  32GB USB flash drive (2.0) - Dark Green
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DataTraveler 100
DT100/2GB 2GB flash drive available in black, red & blue

DT100/4GB 4GB USB flash drive (Black)
DT100/8GB 8GB USB flash drive (Black)
DT100/16GB  16GB USB flash drive (Black)
DT100/32GB  32GB USB flash drive (Black)

DataTraveler 120

DT120/4GB 4GB USB flash drive (Lime green)
DT120/8GB 8GB USB flash drive (Orange)
DT120/16GB 16GB USB flash drive (Light blue)

DT120/32GB 32GB USB flash drive (Gray)

DataTraveler 150

These are available in two capacities:
32GB - Orange
64GB — Red (this is the ONLY 64GB Kingston)

DataTraveler 400

Available in capacities up to 32GB

DataTraveler Vault - Privacy Edition
Available in capacities up to 32GB

DataTraveler Vault
Available in capacities up to 32GB

DataTraveler Black Box
Available in capacities up to 8GB
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More recently fake capacity Transcend JetFlash V30 drives appeared for sale on ebay.

These, like most Kingston drives, are colour coded.
On the left is a picture of a fake capacity drive
recently sold by maya.city — convincing isn’t it?

However the flash drive sold here was in fact a
4GB one fraudulently programmed to appear as
32GB to the operating system.

Transcend JetFlash V30 drives are only produced
in capacities up to 16GB.

Here is the colour coding for genuine Transcend JetFlash V30 drives:
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